
Malware in the clouds 
Building the Undetectable Bot 



Who am I? 

 Philip Porter 

 “nullbnx” – twitter 

 nullbnx@bnxnet.com 

 Ex-Intel Analyst, Reverse Engineer/Forensic Analyst, 

studier of advanced threats, Red Teamer, etc. etc. 



Two Conflicting Thoughts  

 ? 1. What would some really advanced malware C2 

look like? 

 ? 2. Why can’t I get to Evernote/Dropbox/cloud 

storage on this network? 

 Two separate thoughts that happened at just the right 

time… 



Starting with Malware c2 

 Malware C2 has hardly evolved over the previous ~5 

years 

 Started with a simple web request (for content or 

direct c2) 

 Recently has moved to more SSL 

 Harder to intercept but just as easy to block 

 Hasn’t been any “drastic” evolutions to the hopes of 

the “blend into the noise” approach 



Diving deeper into C2 

 Lead to a few new questions… 

 Has there been any cases of groundbreaking malware 

C2? 

 If so, what does it look like? 



Advanced Malware C2 

Examples 

 Gmail C2 – cool, but Google is smart 

 VPN (PPTP) – hassle, unusual network activity 

 Pastebin – cool but not a ton of real feasibility 

 VOIP – Defcon talk, cool, but not feasible 

 Myspace/Twitter – fun, l33t  

 DNS – tricky, but only if you have time 

 IPV6 – super hard to detect… unless it’s off 

 

 

 



Summary of current ADV C2 

 Most are complicated 

 Some have big problems with being stopped at the 

service level (accounts disabled, etc) 

 Others have problems with complexities 

(bandwidth??) 

 Most have problem of being detected as a network 

abnormality 



There’s an easier way! 

 Remember question 2? 

 “Why can’t I get to Evernote/Dropbox/cloud storage on 

this network?” (real reason was insider threat  ) 

 Find something commonly used on network… 

 Don’t want to stand out as an abnormality on the network 

 Easy to setup (doesn’t require software engineers to 

build) 

 



Look to the cloud(s)! 

 Most use SSL / Oauth 

 Almost all are based on storage of information (in 

some regards) – good for C2 

 Almost every network allows access to them! (mine 

didn't for insider threat, NOT malware threat) – better 

for C2 

 Can't easily filter good from bad!! – best for C2 



Deeper look at the cloud(s) 

 Cloud based APIs are easy (and powerful) to setup :) 

 Most use SSL / Oauth 

 Examples : Dropbox, Evernote 

 



Straight from the cloud… 

EverRAT 

 Let's call this a remote admin tool (for legal reasons of 

course) 

 Maybe citrix can find a use? :) 

 Nice iPhone/Android controlled RAT! 

 



It’s not about EverRAT… 

There’s more to be had! 

 Really this talk isn’t about EverRat 

 I put work into the RAT but there could be much more 

 It’s really a talk to make you aware and maybe… 

 MSF with Dropbox/Evernote/cloud C2?  

 Shellcode with Dropbox/Evernote/cloud? 

 



Lets take a look 

 Demo time! 

 Multiple hosts call back… 

 Easy to manage interface.. oh yeah, it's the evernote 

client! :) 

 Mange from iphone/android… ;) 



Can we be stopped? 
 Traffic doesn't look any different then normal evernote (as long 

as we don't create a crazy callback times) 

 No crazy domains 

 Still need host level evasion like anything else 

 Good part about python :) 

 Also works on any OS, just need to be mindful of sending out 
global commands 

 Needs some things to make it more stealthy then just an 
executable 

 Saw the talk by X online after writing this in Python, C# wouldn't 
be a bad idea 

 

 







How close to perfection? 

 These services can deactivate you if they were 

looking for something like this 

 Can still migrate to another account 

 Not super tiny (python, not c) 

 Didn't design it for a nation state to use on a large 

scale, just to illustrate the point and give pentesters 

something else to use 

 



Where to go from here? 

 Well you can take this as far as you want 

 It's smart to use this as a primary C2 (never exposes 

your other callbacks) 

 Use this to bring other tools, or have them staged 

 And then this happened…. 

 thanks trend micro & china :/ 

 

 

http://blog.trendmicro.com/trendlabs-security-intelligence/backdoor-uses-evernote-as-command-and-control-server/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+Anti-MalwareBlog+(Trendlabs+Security+Intelligence+Blog)


The future 

 As a mostly defense community we need to start 
watching for this 

 If the network is whitelisted with dropbox or evernote 
or... 

 There has been talks that the adversary is already 
using Dropbox 

 Wasn't able to find a good write up/sample 

 Things could get much harder from here… 

 Cost vs Benefit  



Wrap up 

 Check out bnxnet.com for more info 

 I'll have my blog posting online right after the talk 

 The code isn't the best, feel free to take it further! :) 

 


